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??????????????????????????PIR?????? [13, 14, 23]?
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???????????????????????????????????????
???????????????????????????Carter ? [4, 5] ? Garbled
Circuit [24]???????????????????????????????1????
????????? 50 node? 800?????????????????????????





















??????????????????????????? v ??? (v0; : : : ; vn)???
?????????v ? i?????? v[i]??????fa0; : : : ; ang?????????
???faigni=0 ? fa0; : : : ; ang?????????jj?????????????????
??????????????????????????????? n?????? v??
??????? v^[(i+ r)mod n] = v[i]??????? v^ ?????? v ? r ??????
???????










???? (OT: Oblivious Transfer) [17]????????????????????
?????????????1-out-of-n OT?????????? n??????????




???????? v????????? t 2 n ?????? 1-out-of-n OT ???
OTn1 (v; t) = (v[t];?)??????OT??????????????OTn1 ??????



















? fN;E; S;Wg???????????? i???????????diri 2 fN;E; S;Wg
???????????????diri ? 2 bits (bNE ; bNW )??????????????
????
bNE = 0 () diri 2 fN;Eg ; bNW = 0 () diri 2 fN;Wg :
Next-hop Routing Matrix
Wu ????????????????????2 ?? Next-hop Routing Matrix 
M (NE);M (NW )
 ??????Next-hop Routing Matrix ? N  N ????????
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?????????????????????????????????????????
??M () 2 f0; 1gN ????????????????????? i????? j ???
????? i?????????? diri ??????diri =
 
M (NE)[i][j];M (NW )[i][j]
?
?????????????????????????? M (NE);M (NW )??????
?????????????????????????????????????????
3.3.2 ???????????











????????????Next-hop Routing Matrix ????????????????
?????????????????????????????????????????




























RecOT ???????  ???????? v(i)(i 2 f0; : : : ; g) ??????
?????? p0 ????????????????????????????
v( 1)[v( 2)[: : :v(0)[p0] : : :]] ??????????????????????? [18] ?
?? ??????????????????????????????????????
???????????????????????????????????????




???????????k ????????? k ????? pk ???????????
??? pk+1 = v(k)[pk]??????????????0????????? 0?????
(p0; 0)?????????? ( ?????)????? 0????? (p; 0)????
RecOT???????????????
Initial (0-th) step:
1. ??????? r1 2R Z ?????i ?????? r1 ???????????
v0(0)







0(0) ?????????? v0(0)[p0] =
(p1 + r1)mod jv(1)j ????
k-th (k = 1; : : : ;    2) step:
?????????????? p0k = (pk + rk)mod jv(k)j ? rk ???????????
1. ??????? rk+1 2R Z ????? i ?????? rk ???????????
v0(k)

v0(k)[i] = (v(k)[i] + rk)mod jv(k+1)j

??????




0(k) ?????????? v0(k)[pk] =










???,????RecOT? k??????RecOT  p0k; rk;v(k); v(k+1)! (p0k+1; rk+1)
?????????????? rk = 0??????????????? rk+1 = 0????
???????
4.2.2 ???????????
??????????? 0??? ` bits????????? n????????????
?????????????????????
???????????









????? n???? [ai; bi)
 
i 2 f0; : : : ; n  1g ; a0 = 0; bn 1 = 2`
????????
?m 2 0; : : : ; 2`   1	??????????????????????????????
??????????? RecOT??????????m? ai; bi ???????????
???????????????????? `????????????????????
??
v(j)? 2n????????????????? j ??? `  1?????????
????????
1. j + 1???????????? 0??????????
2. ???? 0?????????????????????????? v(j)0 ????




















? 4.1: 3 bits ??? 2 ???? [0; 3) ; [3; 8) ????????????????????????








?????? 3.3.2 ??????????????????? 4.2.2 ?????????
??????????????????????????????????????
????????????? T ??????????????T ??????????
?????????????????????????????????????????
???????????????????????????? v(j)0 ???v(j)1 ?????




























??????????????????????v(j)1 ????????? j ??? v(j)0 ?
?????????????????????0 ?????????????? 0 ???
????????????????????????????????????????
?????? Next-hop Routing Matrix ???????????????M (NE) ???
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???????????? T (NE), M (NW ) ??????????????? T (NW ) ??
??T () ?? RecOT?????????????????? Algorithm 1???????
?? RecvNextBit (i; t; T )! (?; b)??????
Algorithm 1 RecvNextBit (i; t; T )???
 ???????: ?????????? T
 ???????: ????? s, ????? t





c BitExtract (t; k)





p0k; rk;T [k]; jT [k + 1]j
! (p0k+1; rk+1)
??????
k  k + 1





??? ` = dlog2(N)e?? RecOT?????????????? 1??????????
?????????????????????????????????????????
?????????????????????????????????????? ??
???? ???????????????????????  ????????? t??
??????? P ???????? i????????????????? P ?????
?????????????????????? Algorithm 2?????
Proof.
???: ?????????? T ????????RecOT ?????????? Algo-
rithm 1?Algorithm 2????????????




???????????????????Algorithm 2 ??????? Algorithm 1 ??
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Algorithm 2 ???????????????
 ???????: ?????????? T (NE);T (NW )
 ???????: ????? s, ????? t










; (?; bNW ) RecvNextBit

i; t;T (NW )

;




i? t??????????? P ? i??????



















????????????? PC(Intel(R) Xeon(R) CPU E5-2643 v3 3.40GHz?128GB
RAM) ?? Ubuntu 18.04 ????????????????????????????
??? PC(Intel(R) Core(TM) i7-6700K CPU 4.00GHz, 64GB RAM)??Ubuntu 18.04
?????????????????????????????????????????
???????????????????? 1 ?????????????????OT
????? libOTe [3] ????????? LAN ????????tc ????????















?????????????????Wu?????????? 4993??? 278 s???






????????????? OT ??????????????????Wu ?????





???? ???????? 1???????? [s] OT[s] ???
?? [MB] ?? [KB]
900 1.733 2.440 2.371 10.693 10.648
1600 5.497 3.362 3.224 28.920 12.636
2500 17.455 4.573 4.304 59.264 14.426
4900 67.543 8.196 7.487 174.025 17.008
6400 86.852 9.443 8.435 263.745 17.305
? 5.2: Wu???? [9]??????????1???????????????? [9]?????
????
???? ???????? 1???????? [s] ???
?? [KB] ?? [KB]
1830 97.500 1.44 51.74 36.50
2490 142.431 1.64 52.49 37.51
4993 278.296 2.91 55.50 39.52
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